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Introduction And Overview

1.1 The Motivation For Internetworking

Internet communication has become a fundamental part of life. Social networks,
such as Facebook, provide connections among a group of friends and allow them to
share interests. The World Wide Web contains information about such diverse subjects
as politics, atmospheric conditions, stock prices, crop production, and airline fares.
Family and friends use the Internet to share photos and keep in touch with VoIP tele-
phone calls and live video chats. Consumers use the Internet to purchase goods and
services and for personal banking. Companies take orders and make payments electron-
ically. The move to cloud computing will put more information and services online.

Although it appears to operate as a unified network, the Internet is not engineered
from a single networking technology because no technology suffices for all uses. In-
stead, networking hardware is designed for specific situations and budgets. Some
groups need high-speed wired networks to connect computers in a single building. Oth-
ers need a low-cost wireless network for a private home. Because low-cost hardware
that works well inside a building cannot span large geographic distances, an alternative
must be used to connect sites that are thousands of miles apart.

In the 1970s, a technology was created that makes it possible to interconnect many
disparate individual networks and operate them as a coordinated unit. Known as inter-
networking, the technology forms the basis for the Internet by accommodating multiple,
diverse underlying hardware technologies, providing a way to interconnect the net-
works, and defining a set of communication conventions that the networks use to inter-
operate. The internet technology hides the details of network hardware, and permits
computers to communicate independent of their physical network connections.
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Internet technology is an example of open system interconnection. It is called open
because, unlike proprietary communication systems available from one specific vendor,
the specifications are publicly available. Thus, any individual or company can build the
hardware and software needed to communicate across the Internet. More important, the
entire technology has been designed to foster communication among machines with
diverse hardware architectures, to use almost any packet switched network hardware, to
accommodate a wide variety of applications, and to accommodate arbitrary computer
operating systems.

1.2 The TCP/IP Internet

In the 1970s and 1980s, U.S. government agencies realized the importance and po-
tential of internet technology, and funded research that made possible a global Internetf.
This book discusses principles and ideas that resulted from research funded by the De-
fense Advanced Research Projects Agency (DARPAZL). The DARPA technology in-
cludes a set of network standards that specify the details of how computers communi-
cate, as well as a set of conventions for interconnecting networks and forwarding traffic.
Officially named the TCP/IP Internet Protocol Suite and commonly referred to as
TCP/IP (after the names of its two main standards), it can be used to communicate
across any set of interconnected networks. For example, TCP/IP can be used to inter-
connect a set of networks within a single building, within a physical campus, or among
a set of campuses.

Although the TCP/IP technology is noteworthy by itself, it is especially interesting
because its viability has been demonstrated on a large scale. It forms the base technolo-
gy for the global Internet that connects approximately two billion individuals in homes,
schools, corporations, and governments in virtually all populated areas of the planet.
An outstanding success, the Internet demonstrates the viability of the TCP/IP technolo-
gy and shows how it can accommodate a wide variety of underlying hardware technol-
ogies.

1.3 Internet Services

One cannot appreciate the technical details underlying TCP/IP without understand-
ing the services it provides. This section reviews internet services briefly, highlighting
the services most users access, and leaves to later chapters the discussion of how com-
puters connect to a TCP/IP internet and how the functionality is implemented.

Much of our discussion of services will focus on standards called protocols. Proto-
col specifications, such as those for TCP and IP, define the syntactic and semantic rules
for communication. They give the details of message formats, describe how a computer
responds when a message arrives, and specify how a computer handles errors or other
abnormal conditions. Most important, protocols allow us to discuss computer commun-
ication independent of any particular vendor’s network hardware. In a sense, protocols

tWe will follow the usual convention of capitalizing Internet when referring specifically to the global
Internet, and use lower case to refer to private internets that use TCP/IP technology.
+At various times, DARPA has been called the Advanced Research Projects Agency (ARPA).



Sec. 1.3 Internet Services 3

are to communication what algorithms are to computation. An algorithm allows one to
specify or understand a computation without knowing the details of a particular pro-
gramming language or CPU instruction set. Similarly, a communication protocol al-
lows one to specify or understand data communication without depending on detailed
knowledge of a particular vendor’s network hardware.

Hiding the low-level details of communication helps improve productivity in
several ways. First, because they can use higher-level protocol abstractions, program-
mers do not need to learn or remember as many details about a given hardware configu-
ration. Thus, they can create new network applications quickly. Second, because
software built using higher-level abstractions are not restricted to a particular computer
architecture or a particular network hardware, the applications do not need to be
changed when computers or networks are replaced or reconfigured. Third, because ap-
plications built using higher-level protocols are independent of the underlying hardware,
they can be ported to arbitrary computers. That is, a programmer does not need to build
a special version of an application for each type of computer or each type of network.
Instead, applications that use high-level abstractions are more general-purpose — the
same code can be compiled and run on an arbitrary computer.

We will see that the details of each service available on the Internet are given by a
separate protocol. The next sections refer to protocols that specify some of the
application-level services as well as those used to define network-level services. Later
chapters explain each of the protocols in detail.

1.3.1 Application Level Internet Services

From a user’s point of view, the Internet appears to consist of a set of application
programs that use the underlying network to carry out useful tasks. We use the term in-
teroperability to refer to the ability of diverse computing systems to cooperate in solv-
ing computational problems. Because the Internet was designed to accommodate
heterogeneous networks and computers, interoperability was a key requirement. Conse-
quently, Internet application programs usually exhibit a high degree of interoperability.
In fact, most users access applications without understanding the types of computers or
networks being used, the communication protocols, or even the path data travels from
its source to its destination. Thus, a user might access a web page from a desktop sys-
tem connected to a cable modem or from an iPad connected to a 4G wireless network.

The most popular and widespread Internet application services include:

e World Wide Web. The Web became the largest source of traffic on the global In-
ternet between 1994 and 1995, and remains so. Many popular services, including
Internet search (e.g., Google) and social networking (e.g., Facebook), use web
technology. One estimate attributes approximately one quarter of all Internet traf-
fic to Facebook. Although users distinguish among various web-based services,
we will see that they all use the same application-level protocol.
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e Cloud Access And Remote Desktop. Cloud computing places computation and
storage facilities in cloud data centers, and arranges for users to access the ser-
vices over the Internet. One access technology, known as a remote desktop ser-
vice, allows a user to access a computer in a remote data center as if the computer
is local. The user only needs an interface device with a screen, keyboard, mouse
or touchpad, and a network connection. When the data center computer updates
the video display, the remote desktop service captures the information, sends it
across the Internet, and displays it on the user’s screen. When the user moves the
mouse or presses a key, the remote desktop service sends the information to the
data center. Thus, the user has full access to a powerful PC, but only needs to
carry a basic interface device such as a tablet.

e File Transfer. The file transfer protocol allows users to send or receive a copy of
a data file. Many file downloads, including movie downloads, invoke a file
transfer mechanism. Because they often invoke file transfer from a web page,
users may not be aware that a file transfer application has run.

e Electronic Mail (email). Electronic mail, which once accounted for large amounts
of Internet traffic, has largely been replaced by web applications. Many users
now access email through a web application that allows a user to read messages in
their mailbox, select a message for processing, and forward the message or send a
reply. Once a user specifies sending a message, the underlying system uses an
email transfer protocol to send the message to the recipient’s mailbox.

e Voice And Video Services. Both streaming video and audio already account for a
nontrivial fraction of bits transported across the global Internet, and the trend will
continue. More important, a significant change is occurring; video upload is in-
creasing, especially because users are using mobile devices to send video of live
events.

We will return to a discussion of applications in later chapters and examine them in
more detail. We will see exactly how applications use the underlying TCP/IP protocols,
and why having standards for application protocols has helped ensure that they are
widespread.

1.3.2 Network-Level Internet Services

A programmer who creates network applications has an entirely different view of
the Internet than a user who merely runs applications such as web browsers. At the net-
work level, the Internet provides two broad services that all application programs use.
While it is unimportant at this time to understand the details of the services, they are
fundamental to an overview of TCP/IP:

e Connectionless Packet Delivery Service. Packet delivery, explained in detail
throughout the text, forms the basis for all internet services. Connectionless
delivery is an abstraction of the service that most packet-switching networks offer.
It means simply that a TCP/IP internet forwards small messages from one com-
puter to another based on address information carried in the message. Because it





